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Different kind of Mashups
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The integrator uses the gadget as a library
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The gadget reads state from the integrator



Programming model
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 Mashups written in HTML + Javascript;

* Two ways to include external gadgets:
— Using script tag
— Using frame tag
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Script tag - oversharing

<script src="http://maps.google.com/maps/api/js?sensor=true"></script>

* Gadget has integrator
privileges

* Full exposure JS
execution environment
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Script tag — security violations

<script src="http://maps.google.com/maps/api/js?sensor=true"></script>

* Confidentiality violation e WA ~wo)
var steal = |
1] [ Map | satelite | Hyt

g St |

window| “integratorSecret "] ge

* Integrity violation

window| “price’’| = newPrice

Google Maps Gadget Integrator’s
Housing Data




Script tag — integrity violation

<html>
<head> <script src=http://untrusted.com/untrustedAD.js></script> </ \

head>
<body>
<script>
var fac= function(x) {
if (x<=1){
return 1;

}

return x*fac(x-1);

}
r = fac(3);
S — Ilalert(ll+r+ll)ll
setTimeout(s, 100)

</script>
</body></html|>




Script tag - integrity violation

/Content of http://untrusted.com/untrustedAD.js \

setTimeout = function() { EVIL CODE HERE }




Embedded frame — undersharing

<iframe src="http://mapservice.com/maps.html"></iframe>

* Gadget has no privileges

e |solation of JS execution
environment between
integrator and gadget
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Same Origin Policy (SOP)

e Other frames cannot access resources from
other origins

Example:

<l--This is allowed -->

<iframe src="sameDomainPage.html"> </iframe>
alert(frames[0].contentDocument.body); //works fine
<l-- This is **NOT** allowed -->

<iframe src="http://google.com"> </iframe>

alert(frames[0].contentDocument.body); //throws error
What happends with the global object?



Embedded frame — undersharing

<iframe src="http://mapservice.com/maps.html"></iframe>

Isolation of JS execution:

e Confidentiality violation
var steal

window/[“pg¥e S newPrice
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Script versus Frame Tag

/Script tag:

— exposes the integrator’s JS environment
— unlimited communication

— not secure

* Frame tag:
— isolates the environment of gadget and integrator
— communication is limited

— more secure than script
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HTML 5: inter-frame communication

* Cross-origin client side communications
* Postmessage channel between frames

HTML




Example of PostMessage

'http://destination.com

window.addEventListener ('message', function (event) {

if (event.origin !== 'http://originExpected.com')
{return; !}

{console.log('received response: ',event.data);

event.source.postMessage (‘received’ ,event.origin}

frame at 'http:/originExpected.com

var domailn
var 1frame =

document.getElementById('myIFrame') .contentWindow;
var message = 'Hello!’;

1frame.postMessage (message,domailn) ;

'http://destination.com';




Security considerations postmessage

(s

Do not configure target origin (recipient) to
Sensitive data can be leaked to unknown widgets
Always check for sender’s origin
Always validate data before use

Do not consume data directly with eval() or
iInnerHTML



Extended JS Syntax for Mashups

M ::= <html> F J </html> HTML page
F ::= <iframe src=u></iframe> | E

a frame or empty
J i:=<script I> s </script>] |E sequence of scripts
su=e| ..

Javascript programs
N security labels



JS Semantics + Frames + Postmessage

DINIT DSCRIPT
P = <html> FJ </html> VD(h,L,s,A) = b’
(O,&, null, P, Qinit )= (0, hin, #global,, FJ, Qinit) (O,h,f,<scriptA> s </script>,Q)—>(A,h',€, 5,Q)
DFRAME

Web(u)=J R =h@ h{n
(O,h,¢, <iframe src=u></iframe>,Q)—>(D,h',#global!,<iframe> J </iframe>,Q)

DPOSTMSGI DADDLISTENERI
(= #postmessage, Q= (&, mq,) || (€5, mgy) {' = #addlistener, Q = (L;,maq.) || (€r,mgy)
(0,h,6.€ (m), Q)=(0, b, undefined, £, mq,) | G,y +m)  (0,h, 6,0 (£o), @)=(0, h,; undefined, {fo, ma) | (£, map))
DCALLBACKI DASGN-NEW-PROPERTY
b #null Q= (l;ymaq,) || (€f,m + mgy) m¢h(fy)  h(lrmygy =v)=h

(0, hy£,e,Q)—(0, h, #globaly, £y (m), (€;,ma,) || (£, mqy)) (O,h, &, t1[m] = v,Q)=(D, hy,£,v,Q)



SOP Property

(8,2, null, M.(Pi, Py, V), Qinit) =* (P, h,£,5,Q)

if
('a haea S, Q)_)(' h’a tve S’a Ql)

then we have
1) (integrity.) h|gq = h'| g ;
2) (confidentiality.) For any hg such that ho|le = h|y, we
have (%, ho,£,5,Q)—(¥, k€', s',Q"), and hjly =
h e .



Conclusions

- Characterization of the Same Origin Policy
as a property: now comparison to e.g.
noninterference is possible

— Missing: cookies, inconsistencies (Oakland’11),
navigation policies (Usenix Security’08), ...

— Extension in JSCert?



