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Assumptions

“eval() is evil”
-Douglas Crockford

http://slideshare.net
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Motivations

= Study of real world JavaScript
programs
» Statistics of constructs
* Propose a subset
* Popular librairies
* Security
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Data collection

= Set of Pages

<!-- Related domain pages and links -->

<a href="A.com/.../page.html" />

<a href="subdomain.A.com/.../page.html" />

<a href="B.com/.../page.html" /> : NOT TAKEN !!!

= Scripts
<!- Inline scripts -->
<script> var o = {a:"ee", b: 12, ...} ...</script>

<!- Remote scripts -->

<script type="text/javascript" src="C.com/jscript.js">
</script>
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Tools JS
" 10,000 Top sites from Alexa

" PhantomlS
* Headless browser with scriptable
Javascript API m

= Casperl)S o
* Navigation scripting for PhantomJS ‘Cér
" Inria Sophia Cluster e

e Calculations
* Storage



Results

#Remote Inclusions
#Unique JavaScript librairies
#Unique domains

#Inline scripts

Remote inclusions size average

Biggest remote inclusion file size

1,500,000
21,910,713
2,352,826
67,697

For each page visited

12.159 Ko
11.458 Mo
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Tools JS

= Esprima parser
o Open source http://esprima.org
* Full support for ECMAScript 6 standard
 Modified with counters for constructs

= Cumulative counting of each construct
throughout all JavaScript files

= Average of occurrence of each construct per
JavaScript file



Objects : types

100%
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Types

JS

M [el,e2, ..]
mix:el,..}
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Objects : declaration IS

100% - 100% -
90% - 90% -

80% - 80% -

70% - 70% -

60% - 60% - H obj = new
50% - W X 50% - Cobij(...)
40% - M var x 40% - W obj={...}
30% - 30% -

20% - 20% -

10% - 10% -

0% - 0% -

Declaration Definition
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Objects: access JS

100% - 100% -
90% - 80% -
80% - 60% - ® objle]
70% - 40% - ® obj.x
60% - 20% -
50% - 0% -
0% - Methods call
20% - 100% -

o
o 0%

0% -

0% -

Properties access

Deletion
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Functions JS

100% 100% -
90% 90% -
80% 80% -
70% 70% -
Anonymous
60% 60% - m function x(){}
50% B Method 50% - m function(){}
40% 40% -
30% B Named 30% -
function
20% 20% -
10% 10% -
0% 0% -

Calls Types
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Conditionals JS

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0% |
Conditionals

m switch(e0){el}
m e0?(i; j)(el) : (e2)
m if (e){e0 } else{el}
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Loops JS

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

m do{eO}while{el}
= while(e0){el}

M for(eline2){e}

m for(eOQ; el; e3){e}

Loops
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Subset

e, ey, €1, €9 EEXpPr 1=

€n-.-€1

eolei] |
function(e){ eg}
function x(e){ eg}
this e

return e

epler)

new e

JS

delete e[eq]
€0 OPp €1

op el|eop
T =ce

€1, €2

if(e){eo} else{es}
W]lile(g) le1}
{break}

throw e

try {e}

catch (eg){e;}
eval(e)
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Percentage of coverage

= 98.27% of JavaScript files covered
= Simulate some constructs with others

= Constructs removed
 With statement : 111,838
 Debugger statement : 3,523
* TemplatelLiteral & TemplateElement : 7
* Assignment pattern: 4
= Constructs not occuring in our statistics

 ECMAScript 6 (Class, import, export, super, for of, arrow
functions...)
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Popular Libraries
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Security in headers

= Content Security Policy (CSP)
 Complementary to Same Origin Policy
* Mitigateand report XSS attacks
v’ Restrict domain from which to load contents
v’ Specify allowed protocols
= Cookies
* Secure cookies
v Should be sent using HTTPS connection

* HTTPOnly

v’ Cookies not accessible through JavaScript
v Only exchanged through HTTP connection

= Combination
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CSP & Cookies JS

4000
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m CSP
M Secure
W HTTPOnly
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500 -

O 7 I ]
Security in Headers
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Related Work

Hpages
#remote inclusions

#unigue remote
inclusions

#unique-addressed
remote host

#inclusions with IP
addresses

#inclusions with
localhost

#Popular libraries

3,300,000
8,439,799
301,968

20,225

23,063

133

Top 10

1,500,000
13,803,919
2,352,826

67,697

2,802

178

Top 20

JS

-54.54%
63.557%
+7.79 (ratio)

+3.34 (ratio)
-87.87%
+33.83%

+50%

[1] Nick Nikiforakis, Luca Inverizzi, Alexandros Kapravelos, Steven Van Acker, Wouter Joosen,
Christopher Kruegel, Frank Piessens, and Giovanni Vigna You are What You Include: Large-Scale
Evaluation of Remote JavaSCript Inclusions In Proceedings of the 19th ACM Conference on Computer
and Communications Security (CCS 2012), Raleigh, NC, USA



Related Work (cont.) JS

= [An analysis of the dynamic behavior of JavaScript programs,
Richards et al., PLDI 2010]

* Properties are often added after initialization time
* Properties are often deleted

* The use of eval is quite frequent

* Program size is not modest

* Execution time is dominated by hot loops



Related Work (cont.) JS

= [The Evalthat Men Do: A Large-scale Study of the Use of Eval —Richardset al.,
ECOOP’11]

 What s eval used for ?
v/ JSON — JSONP
v'Loadinglibraries
v'Read, assignment, and test type of variables
v'Functions call
* Aliased for scoping purpose

function normalEval(str){eval(str);console.log(x);}
function aliasEval(str){var alias = eval; alias(str); console.log(x);}>
var str = "var x = 2;";

normalEval(str);
2

console.log(x);
Uncaught ReferenceError: x is not defined

aliasEval(str);
2

console.log(x);

YV V V V¥V



Related Work (cont.) JS

= [Remedying The Eval that Men Do, Jensen et al., ECOOP’11]

e Alternatives to trivial the use of eval

v'87% runtime call sites and 75% static eval code
arguments fall in
»JSON parsing
» Loading libraries
» Read, assighment, and test type of variables
» Functions/methods call

* Transforming non trivial eval arguments

v'28 non trivial programming patterns
v'44 calls to eval
v'33 calls eliminated



Related Work (cont.) JS

= http://trends.builtwith.com

* Popular libraries

JQuery 72.79% 77.871%
Google Analytics 69.70% 74.209%
Facebook Connect 43.60% 43.487%

* ContentSecurity Policy
71 of 10k
e 421 of 100k
* 6,252 of 949,457

* Results here are base only on sites’ homepage
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http://trends.builtwith.com/
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Conclusion JS

= Large scale crawl of Top 10,000 sites
= Statistics of constructs

" Proposition of representative subset
= Security in HTTP Headers

= State of the art



Discussion

" How to group similar libraries ?

" How to crawl scripts available after
login ?
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