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The Goal

Verification Tool (based on Separation Logic) for JavaScript



The Approach

Towards a Program Logic for JavaScript.
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An Example

function Person (name) {

this.name = name;

}

Person.prototype.sayHi = function () {
return "Hi " + this.name

}

var alice = new Person ("Alice");

alice.sayHi ()



An Example

function Person (name) {

this.name = name;
}
Person.prototype.sayHi = function () {
return "Hi " + this.name HL Alice
}
var alice = new Person ("Alice");

alice.sayHi ()



An Example
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An Example

function Person (name) {

this.name = name;
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Person.prototype.sayHi = function () {
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The JuS Tool

ES3 JuS: Squeezing the Sense out of JavaScript Programs.
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It's complicated

Ta ke away fro m J u S JavaScript Verification

e JuS executes JavaScript programs symbolically and checks if given
specification is correct

Wame{PlofRorr =k}
e However, VERY complex Logic @ o= (o Ghosyy Ak X e o) 2 1))

(3.1) Asm b {Ro}et {Ry xl = Lsy xr = V;} Ry =8, xy(Ls1, Vi, V')

Rules do not scale :

(3.m) Asm b {Rm_1}en{Rm *xl = Lsy *1 = Vin} R = Sm *¥(Lsm, Vin, V')

o to implement Bi-Abduction to 1 D g et
. . (L, X1) — Vi's
reduce annotations size
o to support bigger and fuller subset

(6) B = | (L, X,) = V,/'x
(L, @this) — T x
(L, @proto) — null * dEfS(L_. 9’: :XI 3o :Xn])*

. decls(e’, YSS) * newobj ({@proto, @this, X;,..., X, } U YS)
of JavaScript O X%, K e {0y e () ERQ) R
(8) MXy...Xn  {Ps}e' {Q) V...V i {R,}e {3L.Q=1=L:Ls}}

Asm t-{P}e(el,...em) {3L. Qx1l = Lsv}
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JS-IVL

goto 1

goto

[E]

SUan,goh3|angua9Q
where 1 denotes a
label, € Ls side effect
free expression



JS-IVL

Procedure calls, where p € ¢ g eval, bult-in-fid 3



JS-IVL
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r := E

| skip | label 1 | goto 1 | goto [E] 1 1

17 2

:= new() | r := hasField (E, E)
:= [E, E]| [E, E] := E
:= delete (E, E)

IaV@ScHPt Heap



JS-IVL

1

[E] 1, 1,

E)

C € Cmd &2 r :=FE
| skip | label 1 | goto 1 | goto
| r := p(E,...,E) with 1
| r := new() | r := hasField (E,
| T [E, E]| [E, E] := E
| r
|

:= _del E, E)
r := protoField (E, E) | r :=

protoObj (E, E):::>

Pro%otﬁpe—based Inheritance



JS-IVL

C € Cmd &2 r := E

| skip | label 1 | goto 1 | goto [E] 1, 1,

| r := p(E,...,E) with 1

| r := new() | r := hasField (E, E)

| r := [E, E]| [E, E] := E

| r := delete (E, E)

| r := protoField (E, E) | r := protoObj (E, E)
Procedure # procedure id (rthis, rscope, xl,...,xn)

{
C.; ; C

1,--- n



JS-IVL Logic Rule for Procedure Call

AZ1, ..., oo {P}fid{Q *r =V} € ASM
Vi€ {m+1...n}.E; = &undefined

ASM - {P|E1/z1,...,En/zs)} x := £id(E1, ...En) with lab{Q xx = V[E1/z1,...,En/zx]}



(1)ﬂ5ml—{P}e{RU*riF1} '
(2)R _ (S()l&ﬂThiS(F1,T)l!d’}'(Ls,Fj,Fg)*Fz #le* )
0 (F2,@Qbody) — AX1,..., Xy.e' x (F2,@scope) — Ls, It's simple
(3.1) Asm - {Ry} et {Ry x1 = Lsy xr = V;} R, =8, xv(Lsy, V1, V;') JS-IVL Verification
.(3.m) Asmb{Rm-1}en{Rm xl = Lsy xtv = Viy} R = S *y(Lsm, Vin, Vin')
(4)Vj e {m+1...n}. V;' = tundefined
(Rm*BL.liL:LsQ/* \
(L,X1) = V1’* Ja
N “@Serjpy
() By = | (L, X,) > V,'x
(L, Qthis) — T =
\((jL, I@(pmt;%)»-) nun;d??(éL,e', (X, ,,;..,;cn])* o))
ecls(e’, = newobj; ({@proto, Qthis, X;,..., X, } U H
(6) XX;...X, . {P;}e'{Q;} € Asm (7)1 € fv(Q) U fv(Ryn) LO.gIC Rules of
8) OXy...X, . {P;}e' {Q}) Vi...V] = {R,}e'{3L.Q#l=L:Ls,)} Function / Procedure
Asm t-{P}e(el,...em) {3L. Q=1 = Lsv}
¥

Az1, ..., Zn {P}id{Q *r =V} € ASM
Vj€{m+1...n}.E; = &undefined

ASMt {P[E1/z1,...,En/zn]} x := £id(E1, ...Ep) with 1lab{Q *x = V[E1/z1,...,En/zx]}



Complexity of the language

does not disappear, but has moved to the translation



ES5Strict

Naive translation,
but makes
soundness proof

SUYwﬂem

Translation

JS-IVL

function Person (name)
this.name = name;

}

}
var alice = new Person

alice.sayHi ()

{

Person.prototype.sayHi = function () {

return "Hi " + this.name

"Alice") ;

procedure anonymousO0 (rthis,rscope) {
0. main_scope := [rscope,"main"]

1. anonymous0_scope := new ()

2. [anonymous0_scope,"#proto"] := null
3. r507 := #empty

4. 1509 := rthis

5. goto [typeOf (r509) = Reference]
580, r581

6. label r580

7.1511 := base (r509)

8. goto [r511 = #undefined] r583, r584
9. label r583

10. r525 := new ()

11. [r525,"#proto"] := #Irep

12. [r525,"#class"] := "Error"

13. r505 := r525
14. goto throw.r503
15. goto r585

1131. goto r463

1132. label r462

1133. 1144 :=r138

1134. goto r463

1135. label r463

1136. goto [r144 = #empty] r497, r498
1137. label r497

1138. r160 := r96

1139. goto r499

1140. label r498

1141. 1160 := r144

1142. goto r499

1143. label r499

1144. goto [r160 = #empty] r500, r501
1145. label r500

1146. r3 := #undefined

1147. goto r502

16. label r584
17.r512 := field (r509
18. goto [typeOf (r511

3R% jines

typeOf (r511) = Numberoriypeor
(r511) = String] r586, r587
19. label r586

TTOZT GO TEUNTTT
1153. label return.r1
1154. label throw.r0
}




ES5Strict

Standard compiler
oPﬁmLzaﬁorLS, such. as

o constant / copy
ProPagaﬁpn
o dead / unreachable
code elimination
e fype information
Propagah’on
° algebra‘u;
simpitfications
makes programs muche
shorter

Translation

Simplifications

JS-IVL

function Person (name)
this.name =

}

name;

return "Hi " + this.
}

var alice =

alice.sayHi ()

new Person

{

Person.prototype.sayHi = function () {

name

"Alice") ;

procedure anonymousO0 (rthis,rscope) {
0. main_scope := [rscope,"main"]

1. anonymous0_scope := new ()

2. [anonymous0_scope,"#proto"] := null
3. r507 := #empty

4. 1509 := rthis

5. goto [typeOf (r509) = Reference]
580, r581

6. label r580

7.1511 := base (r509)

8. goto [r511 = #undefined] r583, r584
9. label r583

10. r525 := new ()

11. [r525,"#proto"] := #Irep

12. [r525,"#class"] := "Error"

13. r505 := r525

14. goto throw.r503

1131. goto r463

1132. label r462

1133. 1144 :=r138

1134. goto r463

1135. label r463

1136. goto [r144 = #empty] r497, r498
1137. label r497

1138. r160 := r96

1139. goto r499

1140. label r498

1141. 1160 := r144

1142. goto r499

1143. label r499

1144. goto [r160 = #empty] r500, r501
1145. label r500

1146. r3 := #undefined

1147. goto r502

15. goto r585
16. label r584
17.r512 := field (r509
18. goto [typeOf (r511

M+ |

nesS

typeOf (r511) = Numberoriypeor
(r511) = String] r586, r587
19. label r586

TTOZT GO TEUNTTT
1153. label return.r1
1154. label throw.r0
}




ES5Strict

Further oPﬁmchaﬁorLs,
suche as alias (,’LMBSLS,
are PossLble

put we believe that
stmple. verification tool
based on SeParaJcLorL
Iog'u; wl gve more
general analysis of the
hf/aP structure

Translation

Simplifications

JS-IVL

function Person (name)
this.name =

}

name;

return "Hi " + this.

}
var alice = new Person

alice.sayHi ()

{

Person.prototype.sayHi = function () {

name

"Alice") ;

procedure anonymousO0 (rthis,rscope) {
0. main_scope := [rscope,"main"]

1. anonymous0_scope := new ()

2. [anonymous0_scope,"#proto"] := null
3. r507 := #empty

4. 1509 := rthis

5. goto [typeOf (r509) = Reference]
580, r581

6. label r580

7.1511 := base (r509)

8. goto [r511 = #undefined] r583, r584
9. label r583

10. r525 := new ()

11. [r525,"#proto"] := #Irep

12. [r525,"#class"] := "Error"

13. r505 := r525

14. goto throw.r503

1131. goto r463

1132. label r462

1133. 1144 :=r138

1134. goto r463

1135. label r463

1136. goto [r144 = #empty] r497, r498
1137. label r497

1138. r160 := r96

1139. goto r499

1140. label r498

1141. 1160 := r144

1142. goto r499

1143. label r499

1144. goto [r160 = #empty] r500, r501
1145. label r500

1146. r3 := #undefined

1147. goto r502

15. goto r585
16. label r584
17.r512 := field (r509
18. goto [typeOf (r511

294 |

neS

typeOf (r511) = Numberoriypeor
(r511) = String] r586, r587
19. label r586

TTOZT GO TEUNTTT
1153. label return.r1
1154. label throw.r0
}




Numbers of lines of source code

Simplification Evaluation

We took. 315 testaca tests
to evaluate simplifications

Line numbers on average.

£S5Strict )
JS-vL : 4GOI
TSIVL stmp. 8

* Js-wvL
4 JS-VL_SIMP

= ESS5Strict

@ - - - P N e ®
-
ﬂ [T S —— “‘A 4l
At M N T ot S —— P T W

345 test262 tests



Reliable Translation

ES5Strict

Translation

JS-IVL



Reliable Translation

ES5Strict
. Prove that translation. s correct using
oPeratuwlaJ\Sewuxniu;s
Translation 2. Test using testaca
v

JS-IVL




Correctness Proof

Theorem 1 (Correctness). Given a scope record ¥ and a function id id, a JavaScript heap H, a JS-IVL heap
H', a scope chain L, a JS-IVL store p, a JavaScript statement s, a JS-IVL program [, and a partial function
B : Loc — Loc, such that:

1. V- H~g H,p (Hyp. 1)

2. U,id+ H,L ~3 H,p (Hyp. 2)

3. desc(p(id)), ¥(id) F s \y A, x (Hyp. 3)
Then, it follows that:

n; 0y L (H,s) Ye (Hs,v) if and only if E(H},p’,v’)i p,desc(p(id)), A+ (H',p,1) | (H},p’,’u’)I

In which case, there is a function 8’ : Loc — Loc that extends 3 such that:
1. U+ Hf ~gr H},[p
2. U,id+-Hy, L ~g H},p’

3. v~g v = p(x)



Testing Results

1798 test262 tests passed by JSCert

@ Non-strict
109 ® Pass

@ Abort

® Fail




Translation
Sﬂrﬁmcﬁcal% collect’mg
Jormation about scope to
allow Function unnesting \ ESSStrict

Scope clarification l

ES5Strict + IR functions

Main translation l

7

Closely follows oPeratLorLat JS-IVL + specification functions Q Simplifications
semantics of €955trict —m0u0 l
JS-IVL + conditionals Q Simplifications
JS-IVL Q Simplifications




ES5Strict

Scope clarification

P

ES5Strict + IR functions

IRfunction main ()

function Person (name)
this.name =

}

Person.prototype.sayHi = function

name;

return "Hi " + this.name

}

var alice = new Person ("Alice");

alice.sayHi ()

0

{

function Person

var alice =
alice.sayHi ()

o0l

IRfunction Person0
this.name = name

} [main: [Person,

IRfunction anonymo
return "Hi

} [main: [Person,

Person.prototype.sayHi = function ()

new Person

{

(name) { /** @fid "PersonQ" **/}

{ /** @fid "anonymousl" **/}

("Alice");

(name) {

alice]]

usl () A

" + this.name

alice]]




ES5Strict + IR functions

Main Translation

IRfunction main () {

function Person (name) {
/** @fid "PersonQ" **/

}

Person.prototype.sayHi = function
/** @fid "anonymousl" **/

}

var alice = new Person ("Alice");

alice.sayHi ()

oL

()

{

> JS-IVL

procedure main (rthis,rscope) {

person

;erson_proto := [person, "prototype"]
gbj := new ()

[obj,#proto] := person proto
gonstructor := [person, #£fid]

;cope := [person, #scope]

f result := constructor (obj, scope,

:= proto_field (#GlobalObject, "Person")

with exl




ES5Strict + IR functions

Main Translation

IRfunction main () {
function Person (name) {
/** @fid "PersonQ" **/

}

Person.prototype.sayHi = function
/** @fid "anonymousl" **/

}

var alice = new Person ("Alice");

alice.sayHi ()

oL

)

{

> JS-IVL

procedure main (rthis,rscope) {

person

:= proto_field (#GlobalObject, "Person")

;erson_proto := [person,

gbj := new ()

[obj,#proto] := person proto
gonstructor := [person, #£fid]
;cope := [person, #scope]

f result := constructor (obj,

"prototype"]

scope,

"Alice")

with exl




ES5Strict + IR functions

Main Translation

IRfunction main () {

function Person (name) {
/** @fid "PersonQ" **/

}

Person.prototype.sayHi = function
/** @fid "anonymousl" **/

}

var alice = new Person ("Alice");

alice.sayHi ()

oL

()

{

> JS-IVL

procedure main (rthis,rscope) {

person

f result := constructor (obj, scope,

:= proto_field (#GlobalObject, "Person")
;erson_proto := [person, "prototype"]
gbj := new ()
[obj,#proto] := person proto
gonstructor := [person, #£fid]
;cope := [person, #scope]

with exl




ES5Strict + IR functions

Main Translation

IRfunction main () {
(name) {

**/

function Person
/** @fid "PersonO"

}

Person.prototype.sayHi = function
/** @fid "anonymousl" **/

}

var alice = new Person ("Alice");

alice.sayHi ()

oL

()

{

> JS-IVL

person

obj :=

procedure main

person proto :=

(rthis, rscope) {

:= proto_field (#GlobalObject, "Person")

[person, "prototype"]

new ()
[ob],#proto] :=

person proto

scope

constructor :=

[person, #£fid]

[person, #scope]

f result

:= constructor (obj, scope, "Alice")

with exl




ES5Strict + IR functions

Main Translation

IRfunction main () {

function Person (name) {
/** @fid "PersonQ" **/

}

Person.prototype.sayHi = function
/** @fid "anonymousl" **/

}

var alice = new Person ("Alice");

alice.sayHi ()

oL

()

{

> JS-IVL

procedure main (rthis,rscope) {

person

;erson_proto := [person, "prototype"]
gbj := new ()

[obj,#proto] := person proto
gonstructor := [person, #£fid]

;cope := [person, #scope]

:= proto_field (#GlobalObject, "Person")

f result := constructor (obj, scope,

with exl




Main Translation

ES5Strict + IR functions > JS-IVL

IRfunction main () { procedure main (rthis,rscope) {

function Person (name) {
person := proto field (#GlobalObject, "Person")
/** @fid "PersonQ" **/

} person proto := [person, "prototype"]

Person.prototype.sayHi =function () { O?Z;:;;fﬂb&i:::____gn_pfeul
/** @fid "anonymousl" **/ [obg#Droto] := persorm—
} constructor := [person, #fid]
var alice é(Person ("Alice");
scope := [person, #scopel] #undefined

alice.sayHi ()

b f result := constructor (obf, scope, "Alice") with exl




Separation Logic

Frame rule

~__ {P} c {Q}

{P * R} ¢ {Q * R}

emp

(X,Y) » Z
(X,Y) » 2

H * H'



Some of JS-IVL Program Logic Rules

(Allocation)
I'+{@}x := new() {3L.x = L * EmptyFields(L,{})}
(HasField True)
' {(E1,E2) = V *V # 2} x := hasField(E1,E2) {(E1,E2) — V * V # & xx = true}
(HasField False)
'+ {(E,E2) — £} x := hasField(E;,E;) {(E1,E2) — & * x = false}
(Lookup)
'+ {(El,Ez) 4 V*V# ﬁ}x 4 [El,E2] {(E],Eg) — V*V?I:,@*Xﬁ V}
(Update)
'+ {(E,E2) — _} [E1,E2] := E3{(E1,E2) — E3}



Symbolic execution

function Person (name) {
this.name = name;

}



Symbolic execution. Give specification.

{ (this,"name") ~ _}

function Person (name) ({
this.name = name;

}

{ (this,"name") P name * r = undefined }

{ false }



Symbolic execution. Translating code and specification

{ (rthis,"name") » _}

procedure Person(O (rthis, rscope, name) {

Person scope0 :=new()
[Person scopel, "name"] := name
goto [typeof (rthis) = #prim] ltrue lfalse
{ (this,"name") » _ } label ltrue
function Person (name) { error := new()
] [error,#proto] := #1TypeErrorPrototype
this.name = name; _— result var := error

} goto throw_ label

{ (this,"name") P name * r = undefined } label lfalse
{ false } [rthis, "name"] := name
result var := #undefined

goto r;turn_label

}

{ (rthis,"name") ™ name * r = undefined }
{ false }



Example. Constructing control flow graph

Person scopel := new() |
{ (rthis,"name") » _ } | S
procedure Person(O (rthis, rscope, name) { |[Pasoq;cqm0ﬂ%mmyw := name |
Person scope0 :=new/()
[Person scope0, "name"] := name
goto [typeOf (rthis) = #prlm] ltrue lfalse |goto [typeOf (rthis) = prim] ltrue lfalse |
label ltrue
error := new() | label ltrue label lfalse |
[error,#fproto] := #1TypeErrorPrototype
result_var = error | error := new() | | [rthis, "name"] := name |
goto throw_label // l
label 1fal | [error, #proto] := #1lTypeErrorPrototype | | result var := f#undefined |
abe alse
[rthis, "name"] := name
result var := #undefined | |
goto rgturn label | result var := error | goto return label
} l | label return label |
| goto throw label | —
{ (rthis,"name") » name * r = undefined } l
{ false }

| label throw_label |




Example. Symbolic execution

{ (rthis,"name") » _ }
| Person scope(l := new() |

| [Person_scope0, "name"] := name

| goto [typeOf (rthis) = prim] ltrue lfalse |

| label ltrue k(///////,\\\\\\\\\ﬂ label 1false

| error := new() | | [rthis, "name"] := name
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined |
| result var := error | | goto return_label |

!}

l | label return label
| goto throw label | —

I 4

| label throw_label

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name") = }

| Person scope(l := new() |

{ (rthis,"name") » _ * EmptyFields (Person_scope0,{})}

| [Person_scope0, "name"] := name
| goto [typeOf (rthis) = prim] ltrue lfalse |
| label ltrue k(///////,\\\\\\\\\ﬂ label 1false
| error := new() | | [rthis, "name"] := name
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined |
| result var := error | | goto return label |

!}

l | label return label
| goto throw label | —

I 4

| label throw_label

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name") = }

| Person scope(l := new() |

{ (rthis,"name") » _ * EmptyFields (Person_scope0,{})}

| [Person_scope0, "name"] := name

{(rthis| "name") » _ * EmptyFields(Person_ scope0O, {name}) * (Person_scope0, "name") F name }

| goto [typeOf (rthis) = prim] ltrue lfalse |
| label ltrue k(///////,\\\\\\\\\ﬂ label 1false
| error := new() | | [rthis, "name"] := name
e l
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined |
/

| goto return label |

!}

l | label return label
| goto throw label | —

I 4

| label throw_label

| result var := error |

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name") = }

| Person scope(l := new() |

{ (rthis,"name") » _ * EmptyFields (Person_scope0,{})}

| [Person_scope0, "name"] := name

{(rthis| "name") » _ * EmptyFields(Person_ scope0O, {name}) * (Person_scope0, "name") F name }

| goto [typeOf (rthis) = prim] ltrue lfalse |
{ false }
| label ltrue k(///////,\\\\\\\\\ﬂ label 1lfalse
\\\\ {(rthis, "name") » _ * F }
| error := new() | | [rthis, "name"] := name
e l
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined |

| goto return label |

!}

l | label return label
| goto throw label | —

I 4

| label throw_label

| result var := error |

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name") ©» }

| Person scope(l := new() |

{ (rthis,"name") = _ * EmptyFields (Person_scope0,{})}

| [Person_scope0, "name"] := name

{ (rthis| "name") » _ * EmptyFields (Person_scope0, {name}) * (Person_scope0,'"name") " name }

| goto [typeOf (rthis) = prim] ltrue lfalse |
{ false }
| label ltrue label 1lfalse
\\\\ { (rthis, "name") » _ * F }
| error := new() | | [rthis, "name"] := name
[// l { (rthis,"name") » name * F }
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined
| result var := error | | goto return label |

I )

| label return label
| goto throw_label | —

| label throw_label

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name") ©» }

| Person scope(l := new() |

{ (rthis,"name") = _ * EmptyFields (Person_scope0,{})}

| [Person_scope0, "name"] := name

{ (rthis| "name") » _ * EmptyFields (Person_scope0, {name}) * (Person_scope0,'"name") " name }

| goto [typeOf (rthis) = prim] ltrue lfalse |
{ false }
| label ltrue label 1lfalse
\\\\ { (rthis, "name") » _ * F }
| error := new() | | [rthis, "name"] := name
[// l { (rthis, "name") » name * F }
| [error, #proto] := #1lTypeErrorPrototype | | result var := #undefined
/ { (rthis,"name") » name * r = undefined * F }
| result var := error | | goto return label |

I )

| label return label
| goto throw_label | —

| label throw_label

{ rthis,"name") » name * r = undefined }

{ false }



Example. Symbolic execution

{ (rthis,"name")~_}
Person0 (rthis, rscope, name)

{ (rthis,"name")Pname * r = undefined }



{

Example. Symbolic execution

{ (rthis,"name")~_ }
Person0 (rthis, rscope, name) . .
procedure main (rthis,rscope) {
{ (rthis,"name")Pname * r = undefined }

person := proto field (#GlobalObject, "Person")

person proto := [person, "prototype"]

obj := new ()
[ob],#proto] := person proto
constructor := [person, #fid]

. * constructor = Person0O * (obj,"name")Pg }

__________‘——-______j:fpe := [person, #scope]

f result := constructor (obj, scope, "Alice")

. ¥ (obj,"name")~Alice * f result = undefined }

with exl



Example. Symbolic execution

{ (rthis,"name")~_}

Person0 (rthis, rscope, name)

{ (rthis,"name")Pname * r = undefined }

{ .. ¥ constructor = Person0 }

Cannot apply spec

procedure main (rthis,rscope) {

person := proto field (#GlobalObject, "Person")

person proto := [person, "prototype"]

—

constructor := [person, #fid]
scope := [person, #scope]
f result := constructor (#undefined, scope, "Alice")

with exl



Symbolic Execution

Soundness
JavaScript Logic for JavaScript

A

|

|

|

|

Translation Proof : Translation

Tests I

l

|

v v

JS-VL === Logic for JS-IVL

Soundness



Conclusions

JS-IVL, an intermediate verification language for ES5Strict

o simple semantics

o simple logic rules
Translation to JS-IVL that follows ES5Strict operational semantics
Correctness of the translation:

o Soundness proof of the translation for a simplified setting

o Testing implementation using test262 tests

Program Logic for JS-IVL and symbolic execution tool (in progress)



Future work

Implement bi-abduction
Evaluate symbolic execution tool
Experiment with different backends, e.g. separation logic (INFER,

coreStar), general tools (Boogie, Why3), model checking (CBMC)



THE END

Thank you!



EcmasScript 5 Strict Syntax

We support all of ES5Strict, except of:

Getters / Setters

Switch statement

Property attributes Next to do
Arguments Object

For-in statement .
Indirect eval } lot-do 3

Array literals and library
Regular expression literals and library

use exi,sbng

E ::= PE | function z, (z,....z){ P } | E[E] | Bz
|new E (E,...,E) | E (E,...,E) | E++ | E-—~ | Uy E
|E@E|(E?E : E) |E®,= E|E , E
PE ::=this | z | Lit | {PA, ..., PA} | ArrayLiteral | (E)

Lit :=null | true | false | n | s | Regular Expression Literals

PA:=PN:E| |

PN:u=z|s|n

U,p :=delete | void | typeof | ++ | — |+ |- | " |!

Gu=x|/|%|+|-|<<|>|>>]|<]|>]|<=]|>=| instanceof
sa == | 1= | === [ 1= & |~ |1 [aa |11

T:={T..T}|var z = Ey, ...,z = E| | skip | E
|if ( E ) T else T\ | do T while (E) |while (E) T
| for (B ;E;F) T
|for (var z = E,, ...,z = E.;E;E) T

| for {E—dnB )T |t TR R

#5-in T (var = I5—in
| continue z, | break z | return E|

Other libraries (chapter 15) Unplem’cahon,

eg, V8

|z : T|throw E | try {T .. T} finally {T .. T}
| try {T ... T} catch (z) {T ... T} finally, {T ..T}
| debugger—;

P:=SE.SE

SE :=T | function z(z,...,.z){ P }

Expressions

Primary Expressions
Literals

Property Assignment
Property Name

Unary Operators

Binary Operators

Statements

Program

Source Elements



