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Device	  fingerprinBng	  	  
hDps://amiunique.org	  
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Behavioral	  fingerprinBng	  
http://extensions.inria.fr	  

	  
•  Browser	  extension	  
detecBon	  

•  ~13	  000	  extensions	  	  

•  Websites	  a	  user	  is	  
logged	  in	  

•  58	  websites	  	  
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Browser	  extension	  detecBon	  
	  •  via	  Web	  Accessible	  Resources	  

chrome-‐extension://gpdjojdkbbmdTfahjcgigfpmkopogic/img/icon_48.png	  
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unique	  extension	  ID	  



Behavioral	  fingerprinBng	  
http://extensions.inria.fr	  

	  
•  Browser	  extension	  
detecBon	  

•  ~13	  000	  extensions	  	  

•  Websites	  a	  user	  is	  
logged	  in	  

•  58	  websites	  	  
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DetecBon	  of	  websites	  a	  user	  logged	  in	  
	  

§  RedirecBon	  URL	  
hijacking	  @robin_linus	  	  

§  Abusing	  Content	  
Security	  Policy	  (CSP)	  –	  
no	  JavaScript	  needed	  
@homakov	  
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RedirecBon	  URL	  hijacking	  
	  

based	  on	  slides	  of	  	  Gábor	  György	  Gulyás	   7	  

hDps://cas.inria.fr/cas/login?service=	  
	  hDps%3A%2F%2Fwww.inria.fr%2Fextension%2Fsite_inria	  
	  %2Fdesign%2Fsite_inria%2Fimages%2Flogos
	  %2Flogo_INRIA.png	  

Not	  logged	  in	  
(login	  page)	  

Logged	  in	  
(silent	  &	  unchecked	  
redirecBon	  to	  image)	  

redirec8on	  URL	  

resource	  available	  to	  logged	  in	  users	  only	  



Abusing	  Content	  Security	  Policy	  
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hDps://fr.linkedin.com	  

Not	  logged	  in	  
Login	  page	  appears	  
at	  fr.linkedin.com	  

Logged	  in	  
Redirects	  to	  

www.linkedin.com	  

But:	  also	  reports	  a	  CSP	  viola8on!	  

(CSP	  allows	  resources	  only	  from	  this	  URL)	  
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